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Protecting digital data and information is crucial to organizational survival. Failing to anticipate and
then prevent or detect cybersecurity (or cyber-security) breaches can cause permanent harm.
Analytics and decision support can protect the integrity of networks, software and data from attack,
damage or unauthorized access. Decision support can help assess preventative security measures
and conduct vulnerability assessment. Analytics can monitor unauthorized network access and
identify suspicious network traffic patterns. Decision support tools, especially ones based upon AI
and knowledge, can also monitor for phishing scams that attempt to obtain sensitive information
such as usernames, passwords, and credit card details. Decision support systems can also assist in
"visualizing" threat activites.

Vendors offer software to detect multiple security problems, including malware, ransomware and
phishing. These threats are becoming more common and more sophisticated. In 2016, cybersecurity
spending in the U.S. was estimated at $31.5 billion for tools and services, cf., IDC (Vanian, 2016).
Every managers should understand these threats.

A major problem is malware. Malware is a portmanteau of the two words malicious software. It is a
broad term that refers to any software that is intended to do harm. Malware includes viruses,
spyware, adware, bots, bugs, rootkits, Trojan horses, keyloggers, worms, and other harmful
programs. According to Norton (us.norton.com), "Malware is software that is specifically designed to
gain access or damage a computer without the knowledge of the owner." Antivirus or anti-malware
software uses a database of virus signatures and checks executable files for these signatures.
US-CERT (2015) explains anti-malware or anti-virus software "looks for patterns based on the
signatures or definitions of known malware."

The United States Federal Trade Commission (FTC) explains that "Phishing is when a scammer
uses fraudulent emails or texts, or copycat websites to get you to share valuable personal
information – such as account numbers, Social Security numbers, or your login IDs and passwords.
Scammers use your information to steal your money or your identity or both." When a user responds
to a phishing message, the malicious actor achieves their purpose of getting the victim to provide
sensitive information. It is important that people learn to spot these fraudulent messages. Korolov
(2016) reviews training and simulations provided by vendors to help employees recognize phishing
attacks and make good decisions to avoid harmful consequences. Check some examples of
phishing.

Rees et al. (2011) "describe a decision support system for calculating the uncertain risk faced by an
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organization under cyber attack as a function of uncertain threat rates, countermeasure costs, and
impacts on its assets. The system uses a genetic algorithm to search for the best combination of
countermeasures, allowing the user to determine the preferred tradeoff between the cost of the
portfolio and resulting risk."

 

MITRE Corporation has a Common Vulnerabilities and Exposure (CVE) index (https://cve.mitre.org/)
that is the industry standard for vulnerability and exposure identifiers. Roldán-Molina et al. (2017)
use the CVE index as part of a decision support system called Nexpose. MITRE’s Common
Vulnerabilities Scoring System (CVSS) Version 2 is also used. According to Roldán-Molina et al.
(2017), "Nexpose uses CVSS metrics to compute the risk of a vulnerability on an asset. It defines
different risk strategies which are based on different importance/weight of factors such as likelihood
of compromise, impact of commitment, and asset
importance, when computing risk." The system is targeted for use by Chief Information Security
Officers. The software is intended to support cyber risk and cyber threat
analysis of an information and communications technology infrastructure.

Guavus, a Thales company, uses AI to augment threat hunting and detection. According to its
website (https://guavus.com/), "Guavus empowers security operations teams with the analytics they
need for effective threat detection, hunting and remediation. Ingesting and combining security data
that is separated in isolated devices and systems, Guavus correlates this information with other key
data sources to get a comprehensive view of the network. Using artificial intelligence, Guavus
automatically detects analogous behavior to show security analysts where threats may be imminent
without overwhelming them with false positives." 

According to Shackleford (2016), a number of technologies and tools have been developed for
detection of security incidents including: centralized logging, network device event logging from 
firewalls, proxies, routers and switches, access control rules, firewall rules and authentication
logging, network intrusion detection and prevention systems (IDS/IPS), host-based IDS/IPS,
antivirus agents, File Integrity Monitoring (FIM) and Whitelisting, and Security Information and Event
Management (SIEM).

Cybersecurity solution providers fall into niche categories, cf. Breeden (2016). Based upon visiting
websites and reviews the following are interesting security tool vendors. Network security vendor
BluVector (www.bluvector.io/) is using AI to sense and respond to network threats in real time.
Seceon's (seceon.com) Open Threat Management Platform processes large amounts of streaming
data to provide real-time visualization of networked computing assets and their interactions. Bricata
(bricata.com) provides Intrusion detection. Alert Logic (alertlogic.com) Cloud is a fully managed
cloud-based suite of security and compliance solutions for hybrid IT infrastructure delivered
as-a-service. Local IT staff can inspect their cloud deployments for evidence of hidden threats or
breaches. 
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Contrast Security (contrastsecurity.com) provides application security. Applications automatically
detect and fix vulnerabilities, identify attacks, and defend themselves. Digital Guardian
(digitalguardian.com) and enSilo (ensilo.com) provide Endpoint security. Insight Engines
(insightengines.com) Cyber Security Investigator for Splunk (CSI) is optimized for cybersecurity use
cases, enabling analysts to search data in Splunk to detect, investigate, and visualize cyberthreats.

Mantix4 (mantix4.com) provides threat hunting tools for use by clients, but it also takes threat
hunting into the software as a service (SaaS) realm. RiskIQ (riskiq.com) Digital Footprint creates a
risk reporting score. As security remediation tasks are performed, those changes impact the
vulnrerability score. RiskIQ is a vulnerability management tool.

Finally, Intellicta Platform from TechDemocracy (techdemocracy.com/) offers enterprises a real-time
holistic assessment of the cyber risk, security and governance (CRSG) tools to provide a
consolidated view of the organization’s risk posture. 

Blockchain, a distributed ledger, can also potentially improve cybersecurity. Barzilay (2017) provides
three examples of leading edge uses of Blockchain. Guardtime (https://guardtime.com) uses
Blockchain to detect and mitigate cyberattacks in real-time. Obsidian (https://obsidianplatform.com)
is a C# blockchain that provides secure and private communications. Finally, REMME
(https://remme.io) uses blockchain so businesses can authenticate users and devices without the
need for a password. This Blockchain approach eliminates people from the authentication process.

Organization insiders, that is employees, are in general the biggest cyber security risk. Naive
employees get duped into clicking on links, sharing sensitive information that helps "bad actors"
invade a company's IT infrastructure, or otherwise compromising cybersecurity. Training is the first
level of defense to counter this risk and reduce the threat. Knowledgeable, trained and vigilant
employees, and documented, tested processes, are as important as technology in combating
cybersecurity threats. All three approaches, people, processes, and technology, are needed to
provide multi-layered security for key IT infrastructure, data, and systems. When people, processes
and technology are integrated and working effectively, then threats are minimized.

More needs to be done in the areas of detecting and preventing intrusion, insider threats, collusion
detection, real-time Malware detection, and security activity visualization and monitoring. A goal of
security analytics should be the "capability of predicting future trends based on past and current
user and attacker behavior," cf., Shackleford (2016). Finally, risk-informed decision making is a
starting point for increasing cybersecurity, more analytics and decision support is part of a risk
reduction response.
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decision tree classifiers, with a goal of increasing the detection rate and decreasing the false alarm
rate in network intrusion detection. We used the KDDCUP 99 data set to train and test the decision
tree classifiers. The experiments show that the resulting decision trees can have better performance
than those built with all available features."
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